Reshaping Security

acre Security Integration

Guide: Aperio®

AH40
Wireless Hub



This manual is proprietary information of acre. Unauthorized reproduction or distribution
of this manual is strictly forbidden without the written consent of

acre. The information contained in this manual is for informational purposes only and is subject
to change at any time without notice. acre assumes no responsibility for

incorrect or outdated information that may be contained in this publication.

The controllers use equipment that generates, uses, and radiates radio frequency energy.
If not installed and deployed in accordance with the guidelines of this installation
manual, they may cause harmful interference to radio communications. Operation of this
equipment in a residential area may cause harmful interference, in which case the user will
be required to correct the interference at their own expense.

The Mercury controllers and subcontrollers shall be installed in accordance with this
installation manual and in accordance with the National Electric Code (N.E.C), ANSI and
NFPA 70 Regulations and recommendations.

Publish Date: May, 2023
Manual Number: D-AH40 Integration v.1.4

© Copyright 2002-2023 acre. All rights reserved.
Warranty

All acre products are warranted against defect in materials and workmanship for two years
from the date of shipment. acre will repair or replace products that prove defective and are
returned to acre within the warranty period with shipping prepaid. The warranty of acre
products shall not apply to defects resulting from misuse, accident, alteration, neglect,
improper installation, unauthorized repair, or acts of God. acre shall have the right of final
determination as to the existence and cause of the defect. No other warranty, written or oral is
expressed or implied.

Phone: (972) 818-7001
Fax (972) 818-7003
www.helpdesk.acre-co.com



acre Software License Agreement

THE ENCLOSED SOFTWARE PACKAGE IS LICENSED BY acre. TO CUSTOMERS FOR THEIR NON-EXCLUSIVE
USE ON A COMPUTER SYSTEM PER THE TERMS SET FORTH BELOW.

DEFINITIONS: acre shall mean acre, which has the legal right to license the computer application known as DNA Fusion
herein known as the Software. Documentation shall mean all printed material included with the Software. Licensee shall
mean the end user of this acre Software. This Software Package consists of copyrighted computer software and copyrighted
user reference manual(s).

LICENSE: acre, grants the licensee a limited, non-exclusive license (i) to load a copy of the Software into the memory of a
single (one) computer as necessary to use the Program, and (ii) to make one (1) backup or archival copy of the Software for
use with the same computer. The archival copy and original copy of the Software are subject to the restrictions in this
Agreement and both must be destroyed or returned to acre if your continued possession or use of the original copy ceases or

this Agreement is terminated.

RESTRICTIONS: Licensee may not sub license, rent, lease, sell, pledge or otherwise transfer or distribute the original copy
or archival copy of the Software or the Documentation. Licensee agrees not to translate, modify, disassemble, decompile,
reverse engineer, or create derivative works based on the Software or any portion thereof. Licensee also may not copy the

Documentation. The license automatically terminates without notice if Licensee breaches any provision of this Agreement.

TRANSFER RIGHTS: Reseller agrees to provide this license and warranty agreement to the end user customer. By
installation of the software, the end user customer and reseller agree to be bound by the license agreement and warranty.

LIMITED WARRANTY: acre warrants that it has the sole right to license the Software to Licensee. Upon registration by the
Licensee, acre further warrants that the media on which the Software is furnished will be free from defects in materials and
workmanship under normal use for a period of twelve (12) months following the delivery of the Software to the Licensee.
ACRE NA’s entire liability and your exclusive remedy shall be the replacement of the Software if the media on which the
Software is furnished proves to be defective. EXCEPT AS PROVIDED IN THIS SECTION, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE EXPRESSLY
DISCLAIMED. IN PARTICULAR, EXCEPT AS PROVIDED IN THIS SECTION, WITH RESPECT TO ANY
PARTICULAR APPLICATION, USE OR PURPOSE, LICENSOR DOES NOT WARRANT THAT THE PRODUCTS
WILL MEET THE LICENSEE’S REQUIREMENTS, THAT THE PRODUCTS WILL OPERATE IN THE
COMBINATIONS OF 3RP PARTY SOFTWARE WHICH THE LICENSEE MAY SELECT TO USE, OR THAT THE
OPERATION OF THE PRODUCTS WILL BE UNITERRUPTED OR ERROR FREE. NEITHER OPEN OPTIONS, NOR
ITS VENDORS SHALL BE LIABLE FOR ANY LOSS OF PROFITS, LOSS OF USE, INTERRUPTION OF BUSINESS,
NOR FOR INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY KIND WHETHER
UNDER THIS AGREEMENT OR OTHERWISE. IN NO CASE SHALL OPEN OPTIONS’ LIABILITY EXCEED THE
PURCHASE PRICE OF THE SOFTWARE.

The disclaimers and limitations set forth above will apply regardless of whether you accept the Software.

TERMINATION: acre may terminate this license at any time if licensee is in breach of any of its terms or conditions. Upon
termination, licensee will immediately destroy the Software or return all copies of the Software to acre, along with any

copies licensee has made.

APPLICABLE LAWS: This Agreement is governed by the laws of the State of Texas, including patent and copyright laws.
This Agreement will govern any upgrades, if any, to the program that the licensee receives and contains the entire
understanding between the parties and supersedes any proposal or prior agreement regarding the subject matter hereof.



AH40 Gateway L)

In This Chapter

v AH40 Gateway Characteristics and General Information
Vv Initial Configuration of the AH40 Gateway
v Connecting and Configuring the Gateway and Lock sets in DNA Fusion

Aperio® AH40 IP Communication Hub

The Aperio® AH40 is a IP Communications (Comm) Hub designed to work with the Aperio® devices and lock
sets. The lock sets and Devices include smart cylinder locks, integrated lock/door sensor combo’s, cabinet
and handle lock/reader combo’s. Please contact your local RSM for more information or the list of lock sets
and devices offered by acre Security

Aperio® Hub Integration

The Aperio® AH40 Ethernet Enabled Communication
Hub functions as a bridge between ASSA-ABLOY/
Aperio® enabled locks and a variety of acre Security
enabled access control systems such as DNA Fusion.
This allows users of systems such as DNA Fusion
operators to control the Aperio and ASSA-ABLOY
(ASSA) locks remotely from the software.

The Mercury LP 1501, 1502, 2500 and 4502
controllers with the latest Firmware Version or
1.30.1.0663 or higher will support the Aperio®
Hub integration. The controllers support Ethernet ‘ '
communication to up to 32 Subcontrollers and 64

ACMS. The Aperio® Hub communicates directly with
Aperio®-enabled locks via an encrypted 2.46-Hz
wireless link on 16 distinct channels using AES-128
Bit Encryption. Each Aperio® Hub includes mounting
hardware and instruction manual. PN

ASSA ABLOY

When a cardholder presents a card to an ASSA/ péric
Aperio® lock, the credential information is sent
wirelessly to the Aperio® Hub. The hub then routes
the information to the controller, which verifies the
access rights. The resulting decision is communicated ‘ , -
back to the Aperio® Hub, which either grants or
denies access.

The integration process includes two (2) steps:

e Hardware Setup - Wire the Aperio® Hub using CAT-5e Ethernet Connection and power from either
POE+ enabled switch devices or from a standalone power source.

e DNA Fusion Integration - After the hardware is connected, add the Aperio® Hub to DNA Fusion
and build doors in sequence from the readers, inputs, and outputs associated with the Aperio®
Hub.
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Aperio Integration

Aperio® Hardware Setup

Connecting the AH40 Hub to the Local Area Network (LAN)

The AH40 communicates to the Mercury enabled Controller via a Networked Ethernet Connection. At a
Minimum, the use of a CAT-5e connector complying with 10BASE-T / 100BASE-TX standard must be used.

The connection can be achieved by connecting the Ethernet cable to the J700 connector located on the
back of the device as pictured below.

- J

The device can be powered through the use of the J800 port connector to an extrernal power source or by
using a POE+ Enabled Switch. The Connection must be an IEEE 802.3.af compliant Power Sourcing Device.

Recommended power source is 1.2w and less than 3 amps. If the possibility of surges over 3 amps exists
then a over current protection device must be used.

Continued on the following page
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Aperio Integration

AH40 Jumpers

The AH40 has two jumpers on the back of the device. The jumpers can only be accessed by removing the
device from its wall mount. The Jumpers and description are as follows:

Jumpers Description

J400 ANTENNA Select external antenna by connecting the
two right pins.

Select internal antenna by connecting the
two left pins.

J200 PAIR Select pairing mode by connecting the two
right pins.

If the pairing jumper if removed within 10 seconds from from boot up and the Hub LED is
lit, all paired devices will be unpaired.
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Aperio Integration

AH40 External Antenna

The AH40 has the ability to transmit information and form a wireless external connection with all locks
using a 2.5 gHz connection along the 2400 - 2483,5 MHz frequency range using 16 individual channels.
This connection is protected using an AES 128 bit encryption for every connection. The Wireless
Transmission power is along 10 dBm/MHz and the peak value has been measured in accordance with EN
ETSI 300 328 Maximum spectral density.

The AH40 comes out of the box with the ability to connect using a forward propagating antenna located
inside the unit. It also has the ability to connect to an external antenna using the following steps.

1. Power Off the AH40 Unit by Disconnecting the Ethernet Cable if powered using the POE method or
Power Connector if using an external power source.

2. Locate the External Antenna Plug on the Upper-Right hand side of the unit. Gently Pry the cover from
the unit using your finger nail or a flat head screw driver.

' Care should be taken when prying off cover so that the connectors located under

() the cover

3. Connect the external antenna
to the connector. The antenna is

an Dipole antenna with a slight
dead zone for signal propagation
located on the top and bottom of
the external antenna post. The
antenna should be angled to be
perpendicular to the wireless device
locations it will be communicating
with.

External
Antenna

P [
______\__./

7

Once you have connected the
external antenna. You will need
to Change the J400 Jumper to
Connect the Right-Two jumper pins = )
when facing the unit from the back.

You have now configured the unit to

be used with an external Antenna.

You may now reconnect the unit to

power and remount the unit to its

back plate as shown in the AH40

User manual From ASSA/Aperio®.

Continued on the following page
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Aperio Integration

AH40 Status Lights

The AH40 comes with a two LED Status lights. The external status light is configured to ﬂ
provide status information pertaining to the operational status of the unit. The Status light
scheme includes the details shown below.

Online S Green ) \

Aperio® Lock 1 Green +One
. D0 D
Offline ’?\ Red Flash

: oy Green + Two
D
EAC Offline b S K Red Flashes L~

~/

Aperio® Lockand 1 . 1_ 1 Green + Three
. D0 0 ¢ GIINNNED
EAC Offline ’?\ ’?\ ’f\ Red Flashes

UHF Yellow + Off,
Communication Fast Flash

Pairing Active Yellow

The second LED is located in the back of the unit and allows for LNk
an instant verification and assessment of the network connection |
status. For additional information pertaining to the Network @ \

Status LED please contact ASSA/Aperio® customer service. T

Configuring the AH40 with Aperio® USB (Dongle)

Configuring the AH40

In order to properly configure the AH40 and connect it to your access control system, you are required
to use the Aperio® USB or otherwise referred to as the USB radio dongle as well as the Aperio®
Programming Application. The program application can be found at the following link:

https://assaabloyresources.com.au/downloads/Aperio-software/setup-progapp-28.0.43-4cd7502.exe

For more information regarding the installation of the Aperio® Program Application please
visit their website at assaabloyresources.com or contact their customer support.
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Aperio Integration

Once the software is installed you will then be able to Plug-In the Aperio® USB adn follow these directions
to initially connect to the system.

1. Connect and Power Up the AH40 hub. Once you have connected it and it has finished its power up
sequence you may Connect the Aperio® USB Dongle.

2. Open the Aperio® Program Application (App) and Select Quick Scan. Your AH40 hub should be
detected and listed in the program as shown below:

(2]
Select the communication huby(s) to retrieve information from
Check the boxes for each Communication Hub and press “Show Details® to retrieve
information.
To seledt all, select the checkbox in the title row, or press Ctrl = "A™ or Cirl + ™+,
UHF Link is the signal quality bebween the USB radio dongle and the
communication hub. v
P
[ Communication Hub Radio Channels UHF Link
T
WE 11, 16, 25 =il — N
CF3cs 11, 16, 25 oill =
e Rescan | ShowDetals | | Cancel
Click on Show Details
3. Right-Click on the Hub Row and Select Communication Hub>Configure.
2 Aperio® Programming Application - [Open Options]
File Installation Help
Quick scan Refresh Connect Disconnect
Lok /Sensor Comemunication Hub EAC Address LUHF Link ] r
0720c8  BCEC T ] e
Lock/Sensor [0TADCE] » e B
Comemunication Hub [BECTEC] | Apply Configuraton }
Configure...
Upgrade Firmware.. o

[ R S
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Aperio Integration

You will now be able to Modify the AH40's Network Settings such as the Network Mask and Gateway to
Match the existing (W)LAN Configuration. Click OK.

Hebwork and ACL Seltings
Configung IP Hub's Network and AL Sellings

| = Metwork Settings A
Network Settings 0
Metwork Mask: 258 Configure Network Settings
e —" e==n
| | Network Mask: Speciy Metwork Mask for IF Hub in P4 format. 1
iz @ mandalony ield thal only accepls numBbers in e iprmal
ACU Settings 1| (19-255]10-255) [0-255] [0-255])
:3 ':dd";; ny Detault Gateway: Specify IPV4 address of the Gateway to be used

by IP Hub. It is a mandatory field thal accepls only numbers in the
TLE Encryption: E Change...
™ | tormat qo-255) [0-255) [0-255) [0-055]) !

Lise right click meny option Thange IF Address™io configire [P
adaress for the hub

etrrork Mask nd .55 .M . 0
CefadtGateway 10 . 0 . 31 . 253

0 o] [ e

4 Badkc b Mext Cancel

4. Right-Click on the AH40 Row and Select Change IP Address. Add the required IP Address provided by
IT or the customer.

Aperio® Programming Application - [Open Options] - 0 X
File Installation Help
ONDE OFFLDE USB CABLE =
.
h: 4
©® @2 44 .
Quickscen  Sean Rabwh | Comnect  Dicowest | Dwiest
Lodk/Sensor Commurication Hub EAC Address UHF Lk Communication Hub [BSCIEC]
a a
Ty 18] | e
il >
‘l-ocﬂeﬂs-oriﬂ BOCH ! - T — 1 IP, Multiple Lock [Aperio protocol]
BCIEC Apply 118 2 X
Conf
Upgrade Firmwase... mrt 100
1P Address

P k or sensor "85

R ok = Specity IP address ofthe IP Hub following IPV4

Retieve ystem 2 RATS Ga) format (10-255).[0-2551(0-255] [0-255]).

5 Customer Mode
Retrieve Event Log
Fetiere M Logs 1001988 PAddess | 10 . 0 , 19 . 88
10.0.49.7%

Change R Chnae o O] o ] [(om

i

Change Physical Location Name.. Enabled

Switch to Manufacturer Mode 3 S minutes

W Sermors.
Restat 1
Lock/Sensor [07ADCS]

A R AL LA R R R

5. Right'C"Ck on the AH40 Row and Make 2 Aperia® PragrammingApplicmian—[Open-(;;ti.ons]
sure that it is in Manufacturer mode by File Installation Help
Selecting Switch to Manufacturer Mode.

Next We will configure the address of the L D &. A &
Scan Detect

ContI‘O”eI’. Quick scan Relresh Connect Disconnect

Lack/Sensor Cormmunication Hub EAC Address UHF Link l ’7
EEENENCTN TN o Chunge Physical Location Name..
Switch to Manufacturer Mode ¢

x

Restart
Lok /Sensor [07ADCR]
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Aperio Integration

6. Right-Click on the Hub Row and
Select Communication Hub>Configure if

the window is not already open and Click sk e R
on the ACU Settings Change Button. AT ”
ngs
. . . & |
The ACU Settings Window will open. e
::M‘-I‘:Lm“fﬂ": Configure ACU Settings |
Type In the A_CU or ContrO//ef' P Ad.df'ess ACUEAC Address: Specly ACLVEAC address in IFVA formal tis i
as We“ as ver|fy that the ACU Por't IS 3561 a mandalody field that only accepls numbers in the format
ACU Settings (19-255] [0-2551 [0-255] [0-255])
and Check the Enable TLS box.
i e pacreas:100 | ACUEEAC TP Port: Specity TCP portnumber of the EAC to
7. Click OK. TLE Encryption: £y | SOMACL THiS is 3 mandatory field and only accepts numbers | Change...

TLS Seiling: Enable TLS sefing for acivaling TLS encryplion
wihile communicating wilth ACLU

We will now continue the installation

by adding the Aperio® AH40 Hub as a Aagdess 1 . 0 . 13 . 75
Subcontroller in DNA Fusion AcuPort

[+ Enabie TLS

o LI Cancel

Adding the AH40 Hub to DNA Fusion

Once the initial hardware configuration has been completed, you will now need to add it to your access
control system. For the purpose of this guide, we will be using DNA Fusion. To start, you will need to Log
In to DNA Fusion using your Username and Password. Once in you will need to Open your Hardware tree
and Locate the Controller that was used for the ACU Address in Step 6 on this page.

1. Right-Click on the Controller who's address was used in the ACU Step. Select Add>Add
Subcontroller... A new window will appear.

2. Type In the Description for the AH40 in its respective line (Name of the AH40 location or reference
name). Click on the Drop Down under Type/Preview and Select the Aperio® IP Hub. Type in the IP
Address used for the Hub in the IP Addr: line. Click OK.

Sulb-controler
Acwanosd

Ghe Site 1: Sie 1 S5P 1.2 LX Primary
Subecnivoler [SI00 .

Communcation with Cortoler Enable

Hiome Page

Attribates Type / Freview
Fromeeal Auddess =
Pigly Chanre

Send Charrel . S
Outipnts o

W Addr 10.0.1%.88 a

£ o Alarm Text:
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Aperio Integration

3. Verify that the AH40 Comes Online and then Double-Click the Controller connected to the AH40 to
open the Controller Configuration window.

4. Click on Stored Quantities and then Click on the Use TLS for Aperio IP Check Box.

Hardware

E@ Site: 1: Site 1

ol 1.1: ThisSSP

E|¢- 1.2 L¥ Primary
E||i_ Doors

. -5 1.2D1: ACM 1

|§| Elevators
=B MPGs
() Time Schedules

--¢- 1.2.1: LX Primary On beard 510

¢i 1.2.2: 510: 2 Apperio [P Hub |

-l DMP; Mew Panel 1

t.5[H 1.2.2R1: ACM 1 - Reader

@ rsrdware Froperties: Conteoller 1.2

Cfire Trarmacion Capacty m

Controller Properties
Stored Quanbites
Cards and Dual Somm
PELA Permissions
BACHS! Perrissesng
Bigmetrics

Panel Mamcry

Controller Flags
Stove: lsms Coden
Qe AFE Locaten

< Shove: Actiwation Diabe

| Shoves Diesctrvabon Date
Suppint Trnad] Art-Fans Back
Rt Lowest Esooet

Chesnkitees

Access Leved Per Cand
Aocess Levels

Togrgena

Haaas

L Caeed Sire
Precisen Access Lol
e Areas

Escort Timeout

Wits Cord Timmcut

Ebessator Control

Srore Vacson De

Seere Temporary Upgrads Dats

Sore Trigper Code
Store Uses Limik
! Line TLE fir Apany IP

P
255
3000
4000

M [Flcsor
M per Caby
Floor Gmups

B Floor Mavess

11 lll"ﬁuﬁ=

PIM and Duress Optiona
PN dipis fs stare

Cord 1D Sizw
Dursaa Digit

Dussas PIN Mads EhNang™

Ot
Flomr Offset: 0

'l

Frort. Flesr

| | BB cocuame

o |

5. Return to the Aperio® Program App and Right-Click on the AH40 just added to DNA and Select
Communication Hub>Switch to Customer Mode. A New Window will appear.

Integration Guide
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Aperio Integration

6. Click on Change and then Click on Switch to Customer mode in device. Click OK. This will enable

the use of the TLS encryption for communication with the LP series Mercury Controller (Series 3/Red
Controller).

Security Mode Setting

Setthe security mode thal will be used for radio commumnication. Should be switched 1o Customer mode 10 ensuré
secure radio communication.

Security Hode

Manufacturer Mode

Olncude | Revertchenges | [ change...

Security Mode b4

[#] Bwatch to Customer mode in devicel

0 [= [[o

The TLS settings will be restricted to TLS 1.1 and 1.2. Please talk to your

network administrator to ensure that these settings will work with your current
® network security plan.

In some instances, you may need to Right-Click on the Controller and Select Controller
Commands>Reset prior to the controller and the AH40 both being registered as online after finishing the

initial configuration. Please contact customer support if there are any issues in bringing the Controller and
AH40 online.

Hardware + 0 X

E@ Site: 1: Site 1

<l 1.1: ThisSSP

=Ml 1.2: LX Primary

E||i_ Doors

. -5 1.2D1: ACM 1

: 5[0 1.2.2R1: ACM 1 - Reader
w-[%] Elevators

w-E MPGs

;ﬁ-‘ Time Schedules

--4». 1.2.1: L¥ Primary On board 510
»¢= 1.2.2: 510: 2 Apperio [P Hub ||
-l DMP: Mew Panel 1

Next we will go over how to add locks or sensors to the AH40 and then pull the linked Locks and/or
Sensors into DNA Fusion.

Integration Guide
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Aperio Integration

Adding Locks to the Aperio® USB Application

Prior to any locks and wireless devices being pulled into DNA Fusion, they will first need to be added and
configured by using the App with the AH40 hub. To do this, you will need to make sure the Aperio®

Programing App and the USB (Dongle) are connected to the system. Next we will walk through the
adding of a Lock or Sensor.

Prior to attempting to add a Lock, you will need to make sure that the lock has new

batteries, the Cover Plate has been properly secured and the lock is functioning properly
per manufacturers recommendations.

1. Open the Aperio® App, once in the App window and you have scanned for the AH40 hub, you can
then Right-Click and Select Communication Hub>Pair with lock or sensor from the options list as shown

below.

Apara @ Frogeamemang Apphostos - [Gpan Opbot)
Tie lngialion g

LR PR L AR

®© & 2 4 4

E |l Emby e ] . vl

Lk e Communaton Hi AL Rcnem W Lk

-
mll;;lﬂm:-
pgrachs avmanng.

5 WSl adia Bonghe ponested (C0M 1

Appiy Corfupaten
e

Bty e nloiraton
Ptreve Evest Leg
Retripvs & Logs

Charge Fadhs Chasehs
hange B Addmy

Change Physcl Lismson Hame

Samteh 1o Mared wcturer Mode
Pt

LS Emcrypiicn.
g Lk
Aol Linkoch T o Lien

P C1EC] not pared with any dewior

1R
gy Lok PAprre protocod]

o

L 1]
wmar ode
(L]

LN,

[E ]
Emaied

§ magben

2. Verify that the Lock has been Discovered by the Hub and Note the Lock ID as seen in the green circle

below.

e

Integration Guide
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Aperio Integration

4. Right-Click on the Hub, Select Lock/Sensor>Configure to enter the lock or sensor configuration
window. Once in the Window, the lock will need to be Set to Customer Mode in Similar fashion as the Hub

as shown below.
Configure Lock/Sensor [OTADCE] -

Security Mode Selting
Setthe security mode thal will be used for radio commumnication. Should be switched to Customer mode 1o ensure

sedura radio communication.

Security Hode

Customer Mode ] Incude: Bevert Chang

(o | [T] | o

5. Verify that the Lock or Sensor is on the Same Channels as the Hub has been configured to
communicate on. In this example, the channels are 11, 18, and 25. This allows for the segmenting of the
network communications within the Hub’s wireless network.

{urrllgulel.t—:h"i-ensur [orancR) i

Radio Channels Selting
Change seftings if neaded

Radio Channels
11, 18, 25 [ trschuce: Revert Changes Change...

If performed correctly, the Hub status light will be Solid Green. If there is an error communicating between
the Hub and the Lock or Sensor, the Hub status light will begin to blink the Red LED Three Times. Next we

will import added Locks and Sensors into DNA.
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Aperio Integration

Configuring Locks in DNA Fusion

Once you have added the locks to the AH40 Hub, you can now import them into the Access Control
system. For this example, we will be adding the Locks added to the Hub inside of DNA Fusion.

1. Open DNA Fusion if the program is not already started. Once in DNA Fusion, you will need to Open the
Hardware Tree and perform a Right-Click on the Site and Select Refresh Status from the list.

2. Click on the Plus Sign to the Left of the AH40 Hub (Subcontroller) to display your attached devices.
Right-Click on the intended lock and Select Add Door>Create Aperio Door A new window will appear.

=+ Site: 1: Site 1 A 7 DVR Servers
w1+l 1.1: ThisSSP +-[3 Camera Groups
=+l 1.2: LX Primary i@ Recordings
=l Doors
#-/2| Elevators
B MPGs

) Time Schedules
+l 1.2.1: LX Primary On board $10
+f 1.2.2: SI0: 2 Aperio IP Hub

[ TR g R 3

-8 [
»f 1.2.2.F 5= Properties...
sl 1-2.2F
Dowenload
| 1-2.E.F&
@ 1.2.2F Add Door S e o
>! 1.2.2.F Journal k| g Create Aperio Door (via Template)
*@ 122K :

@ 122K Defaults

+@ 1228 ] Templates..
«f 1228 ,
off 122R%

Homepage

2. Type In the Lock ID (Hexidecimal Format) in the Reader Properties that was written down in Step 2
Page 11 in the Aperio Device ID as shown Below.

@ Mardware Properties: Reader 12087

.
e e

Resder Propsrtees

Hokes Reader Propedtics.
Feader\EDCorfiy. | (Generic 1-wire, Tri-State Bi-Cobor
M Mods 2 Hughes 1D 4-bit keypad format . AL e L]
TS Errppten sk
Caed Dats Format OsDP - " I
= Wihegand Pulses Rilbhin)
7 St Unkch T 10 Lt & mrerien
Tem Zeess Bty
= Format 10 i Semy . Mt of Parnd Lacks and Sermrs
Oy Cacio - e - |
Feostham My decode
- . MAD ki eds AT T AN AR
Casi 1 Wi F2F .
Wi P i TR
) k : " Trent ke nea
HApseeics Darwicn I FADCE M)
Advanced Propertien.
st Bamed Macro "Heng® - Fem
ol Ok
® Cancel
L

Once you have Clicked OK, you will now be able to test the connection and configuration by Swiping a
Badge with Known Access at the reader. You will be notified of the Transaction Event in the Events Viewer
as well as get the temporary unlock of the door per the Door reader configuration settings.
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Aperio Integration

Configuring Privacy Mode

Setting Up Privacy Mode can be done One of Two ways, the first way consists of Double-Clicking on the
Reader requiring privacy mode, Select Door Objects, and then Select Privacy from the Drop-Down Menu
for Ext. Mode.

@ Mardware Properties: DOOR 1.200 X
e
Door Obpects
ddvanced Docr Properties )

Hacnos Tyet ; - LED Meste: No Change - it
Augdn Unlock T -
Notes Pre-Alamm 0 sec : Held Time: &0 poc
Reades
Ackdrewr 1.2.2.R1 T £ae < Edit
Dol Mo Card Gnly - Tvpe |
(ffine Made
Contact
Sdkrenn Hone - Bt
Reguaeit To Exit [REXD
A Hione" Exit...
Serike
f
- b dbren £a
M cance Aetraaion & sec E et
J el ADA Setting
Svion Time: 60 sec - Fhell Tree 0 pec

The second way consists of Right-Clicking the Door and Select Control>Extended>Set Privacy Mode.

: 5 T OVE Servers T
+ St 1: Sihe 1 - 12 | Evant Time [ addrass
ool 1.7 Thissse 1[0 Camstrs Grougs T
-+l 1.2: LX Primary o i Recordings ¥ | aara0/2021 1207125 | W 1.2.2.CA8 TAME
=il Doors ¥ | 12/30/2021 1207115 | M 1.2.2.CAB TAME
= E 1
l il Properties... ¥ |12/20/2021 12107114 | 1.2.2.CAB TAME
o 122R1 |
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Aperio Integration

Regardless of the way chosen to implement Privacy Mode you will need to Open the Aperio Hardware App
(with Aperio USB plugged in) and Click on Configure Lock or Sensor>Privacy Mode Configuration. Once
the window is open, you will need to Click Change and Select Enabled.

Configure Lock/Sensor [OTADCE] b4

Privacy Mode Configuration
Set privacy mode configuration if required

Privacy Mode Configuration
Enabiled Oincde | Revert Changes Change....

4 Back P Mext Cancel

The Privacy Mode allows the end user to press a button on the inside part of compatible locks that
overrides the lock sets’ function similar to a Lockdown situation until the user presses the button a second
time to allow the lock to go back to its normal state or function. For more information on this setting or to
check for compatibility contact your lock manufacturer.

Continued on the following page
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Aperio Integration

Technical Data

Physical Dimensions:

82 mMmx82mmx37mm (HxWXxT)
Power Supply:

8-24 VDC or Power over Ethernet (PoE)
Power Rating:

The power supply shall be able to deliver minimum, 1.2 W and be 3 A over current protected. Wire
requirements 16-22 AWG.

PoE IEEE 802.3.af compliant class 1 Powered device (PD)

Ethernet:

10BASE-T / 100BASE-TX Local Area Network

Radio Standard:

IEEE 802.15.4 (2400 - 2483,5 MHz), 16 channels (11-26), AES 128 bit encryption
Receiver Sensitivity:

-100 dBm

Wireless Transmit Power:

10 dBm/MHz. Peak value from average detector according to EN ETSI 300 328 Maximum spectral density.
Wireless Operating Range:

Indoors up to 25 m depending upon installed environment.

Internal Antenna:

Two port cross polarized patch antenna.

External Antenna:

One reverse polarity SMA external antenna connector. AH40 is certified to be used with ASSA ABLOY
external antenna AH ANTENNA 1. If other external antenna is used it must be of same type (dipole) and
not have larger antenna gain than 3.6 dBi.

Operating Temperature:

5°Cto35°C

Humidity:

< 95 % non-condensing

IP Classification:

IP20

Safety, Radio and EMC:

IEC 62368-1:2014, EN 62368-1:2014 + A11:2017
UL/CSA 62368-1:2014, EN 301 489-1 v2.1.1

EN 301 489-17 V3.2.0, EN 300 328 vV2.2.2

EN 50130-4:2011 + A1:2014, EN 62311

FCC 47CFR Part 15 subpart B and subpart C, ISED RSS-247 and ICES-003
AS/NZS 4268
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